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1. MS Online IDs 

Appropriate for 
ÅSmaller orgs without AD on-

premise 

 

Pros 
ÅNo servers required on-premise 

 

Cons 
ÅNo SSO 

ÅNo 2FA 

Å2 sets of credentials to manage 
with differing password policies 

ÅIDs mastered in the cloud 

2. MS Online IDs  
+ DirSync 

Appropriate for 
ÅMedium/Large orgs with AD on-

premise 

 

Pros 
ÅUsers and groups mastered on-

premise 

ÅEnables co-existence scenarios 

 

Cons 
ÅNo SSO 

ÅNo 2FA 

Å2 sets of credentials to manage with 
differing password policies 

ÅSingle server deployment 

3. Federated IDs  
+ DirSync 

Appropriate for 
ÅLarger enterprise orgs with AD on-

premise 

 

Pros 
ÅSSO with corporate cred 

ÅIDs mastered on-premise 

ÅPassword policy controlled on-
premise 

Å2FA solutions possible 

ÅEnables co-existence scenarios 

 

Cons 
ÅHigh availability server deployments 

required 
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AD FS 2.0 Deployment Options
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Exchange Management Console 

òMicrosoft Online Portaló 
Exchange Management Shell 

Exchange Control Panel 



Exchange Management Shell 

Powerful, versatile, but it getõs no respect  
 
Exposes the entire Exchange Management surface 
 
Some things youõve just got to do in PowerShell 
 
How do I connect?  

 

Connecting Remote Powershell to the Cloud 
Remote Access Scripts  (Web Release) 
 
Alternative 

Start Windows Powershell 
 
Get Some Creds 

$LiveCred = Get-Credential 
 

Create a new Remote Powershell Session 
$Session = New-PSSession -ConfigurationName Microsoft.Exchange -
ConnectionUri https://ps.outlook.com/powershell/ -Credential $LiveCred 
-Authentication Basic ðAllowRedirection 
 

Import the new session 
Import-PSSession $Session 

 

 
 
Protocol Enablement/Disablement 
 ActiveSync 
 Outlook Anywhere 
 OWA 
 POP  
 IMAP 
 EWS 
 
OWA Mailbox Policies   
 Creation and Management 
 
Retention Policies 
 Creation and Management 
 
External OOF policy 
 
Just to name a fewé  
  

 



Feature Simple Rich* 

Mail routing between on-premises and cloud (recipients on either side) n n 

Mail routing with shared namespace (if desired) - @company.com on both sides n n 

Unified GAL n n 

Free/Busy and calendar sharing cross-premises n 

Out of Office understands that cross-premises is òInternaló to the organization n 

Mailtips, messaging tracking, and mailbox search work cross-premises n 

OWA Redirection cross-premise (single OWA URL for both on-premises and cloud) n 

Preserve Auth header (ensure internal email is not marked as spam, resolve against  GAL, etc.) n 

EMC GUI tool (on-premises ) used to manage cross-prem mailbox migrations n 

Mailbox moves support both onboarding and offboarding n 

No outlook reconfiguration or OST resync required after mailbox migration n 

Centralized mailflow control, ensures that all email routes inbound/outbound via On Premises n 

equires Exchange 2010 SP1 Hub, CAS & Mbx on-prem and requires supplemental configuration steps (both on-premises and 
in the cloud)
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